Unit-I: Introduction

Session -1
    
OSI security architecture

Date: 10.07.2013 
 Period: 02

Activity:

1. Presentation slides   (http://www.cise.ufl.edu/~nemo/crypto/stallings/ch01_nemo.ppt)

· 3 aspects of information security: 

· security attack,

·  security mechanism 

· and security services.

· Types of attack:

 Passive attack : opponent just reading information,

 Active attack: Opponent read and modifies the information and then replay to 

                           receiver.

· Security services:

 Authentication, 

Confidentiality, 

Data integrity, 

Access control 

And  non repudiation.

2. Recall by words (Conclusion)

Activity Description: Instructed to learners write the list of keywords
Security attack,

Security mechanism,

 Security service, 

Passive attack, 

Active attack,

 Authentication,

 Access Control, 

Data Confidentiality,

 Data integrity and

 Non-Repudiation.

Session -2    
   Model for Network Security

Date: 13.07.2013  
Period: 07
Activity:

1. Recap:
 Group Quiz

Activity Description: We can divide the learners into two teams and instruct each team to prepare 5 questions on the Security architecture. After 5 minutes of preparation, each team will   ask the other team the questions prepared.

2.  Content: Roll Play and Presentation slides (http://www.cise.ufl.edu/~nemo/crypto/stallings/ch01_nemo.ppt)
Activity Description: (Roll play)

a. Select 5 learners from class.

b. Assign the following roll for each learner – Sender, Receiver, communication channel opponent1& opponent2.

c. Give instructions to the sender and receiver that select any word (plain text) and select key (ex: 4) and then each letter of word replaced by 4th letter on down letter (ex: ‘a’ replaced by ‘e’), new word is called Cipher text.

d. Now Sender writes cipher text in paper using the above instructions and sends it to receiver through communication channel.

e. Instruct the opponent 1 & 2 read the cipher text and ask them what is the meaning of cipher text, if don’t know meaning of cipher text that plain text securely sent to the receiver.

f. Receiver have to write original information (plain text) on board and give explanation to the other learners how cipher text is converted in to plain text. 

Thus the concept of model for N/W security was understood by Roll play activity.
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From roll play they learn the following definitions

plaintext - original message 
ciphertext - coded message 
cipher - algorithm for transforming plaintext to ciphertext 
key - info used in cipher known only to sender/receiver 
encipher (encrypt) - converting plaintext to ciphertext 
decipher (decrypt) - recovering ciphertext from plaintext
cryptography - study of encryption principles/methods
3. Conclusion: Recall by keywords

Activity Description: Instructed to learners write the list of keywords.

Plaintext, Cipher text, Secret Key, encipher (encrypt), decipher (decrypt), Cryptography, 
Session -3 Classical encryption techniques (Substitution techniques) 
Date: 15.07.2013
Period: 03

Activity:

1. Show and tell :

Show the example for each substitution techniques and ask learners which concept behind the example.


Presentation slides: (http://www.cise.ufl.edu/~nemo/crypto/stallings/ch01_nemo.ppt)
Ceaser Cipher: Replaces each letter by 3rd letter on down letter
     plain: a  b c  d  e  f g   h  i   j  k   l  m n o   p q  r  s   t   u  v  w x y z 

   cipher: D E F G H I J   K L M N O P Q R  S T U V W X Y Z A B C  (Presentation)

· plain:   meet     me  after      the    tea    party 

· cipher: PHHW  PH   DIWHU WKH WHD SDUWB 

     Monoalphabetic cipher: each letter replaced by other letter.

     Playfair cipher: Form 5*5 matrix for all alphabetic letters

     Hill Cipher : C=k*P mod 26

2. Conclusion: Recall by keywords
Activity Description: Instructed to learners write the list of keywords.

Session – 4     Classical encryption techniques

Date: 16.07.2013
Period: 01
Activity:

1. Recap: Group Quiz 

Activity Description: We can divide the learners into two teams and instruct each team to prepare 5 questions on the Feedback and its types. After 5 minutes of preparation, each team will   ask the other team the questions prepared.

Online game: http://cryptoclub.math.uic.edu/
a) Open the internet page

b) Select  ceaser cipher 

c) Ask any one learner read the instructions in web page and insist to play the game.

2. Presentation slides(http://www.cise.ufl.edu/~nemo/crypto/stallings/ch01_nemo.ppt)
  & Board activity: Ask any one learner solve the below problem in board.

Example:   The plaintext "pay" and use the encryption key 
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plaintext are represented by the vector
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3. Conclusion: Recall by keywords
Activity Description: Instructed to learners write the list of keywords.

Session – 5
 Cipher principle


Date: 16.07.2013
Period: 05


Activity:

1. Presentation slides (Content): (http://www.cise.ufl.edu/~nemo/crypto/stallings/ch01_nemo.ppt)
Using presentation slides learners were understood the concept of the feistel block cipher structure, in this method Substitution – permutation elements are used for feistel algorithm and also random key used.

Block cipher – plain text are grouped block of bits instead of using bit or byte size.

2. Recap: Questions and answers

a. What is the difference between a block cipher and a stream cipher?

· A block cipher processes the input one block of elements at a time, producing an output block for each input block.

· A stream cipher processes the input elements continuously, producing output one element at a time, as it goes along.

b. Why is it important to study feistel cipher?

This cipher can be used to approximate the simple substitution cipher by utilizing the concept of a product cipher, which is the performing of two or more basic ciphers in sequence in such a way that the final result or product is cryptographically stronger than any of the component ciphers.

c. Which parameters and design choices determine the actual algorithm of a feistel cipher?


Block size


 Key size


Number of rounds


Sub key generation algorithm

 
Round functions


Fast software encryption or decryption


Ease of analysis

Session -6

Data Encryption Standard (DES)
Date: 17.07.2013
Period: 02

Activity:

1. Presentation slides: (http://www.cisa.umbc.edu/courses/cmsc/487/spring07/slides/ch03.ppt)

From this presentation slides learners came to know the concept of DES encryption and decryption algorithm, in this encryption algorithm Substitution and permutation operation involved.

2. Show and Tell :

Show the below diagram for substitution operation (S – Box) of Data Encrypted Standard and ask learners to explain the concept.
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2. Questions and answers (Conclusion):

a.What is the purpose of the S-boxes in DES?

· Each row of a S-box defines a general reversible substitution. It consists of a set of eight S-boxes, each of which accepts 6 bits as input and produces 4 bits as output.

b. Specify the design criteria of block cipher.

Number of rounds

Design of the function F

Key scheduling

c. What is meant by DES


Data Encryption Standard – This is procedure to encrypt the plain text.

Session – 7
 Block cipher modes of operation

Date:18.07.2013
Period: 04

· Recap Content

· Feistel structure

· Block cipher principle

· DES 

· Differential cryptanalysis

· Strength of DES

Recap Activity –Presentation slides (http://www.cisa.umbc.edu/courses/cmsc/487/spring07/slides/ch03.ppt) and 

Group Quiz: 

Activity Description: We can divide the learners into two teams and instruct each team to prepare 5 questions on the Feedback and its types. After 5 minutes of preparation, each team will   ask the other team the questions prepared.

· DES modes of operation -  Presentation slides (http://faculty.mu.edu.sa/public/uploads/1366440097.3128ch06.ppt)   Explain the concept of ECB, CBC, CFB, OFB and Counter modes of operation. 
·  unspoken words: In the activity, Write the any mode of operation name in board and ask any learner write the important key point for the name.

Eg  CBC= to remember the modes of operation

· Functions of DES modes of operation – Match the following:
Electronic Codebook (ECB)
General-purpose stream-oriented transmissionAuthentication

Cipher Block Chaining (CBC)


Stream-oriented transmission

over noisy channel (e.g.,

satellite communication)

Cipher Feedback (CFB)



Secure transmission of single

values (e.g., an encryption key)

Output Feedback (OFB)
General-purpose stream-oriented transmission Authentication

Counter (CTR)




General-purpose block-oriented

Transmission Authentication

Recall by words (Conclusion)

Counter, Output feedback, Cipher feedback, 

Session – 8:
Evaluation criteria for AES

Date: 20.07.2013

Period: 04

Advanced Encryption Standard Algorithm explanation: Presentation slides and animated video

http://www.youtube.com/watch?v=mlzxpkdXP58
www.cryptool.org
· AES evalution



         

 Animated video Demonstration 

· AES Cipher

· Substitution Byte Transformation

· Shift Row 
Transformation






· Mix column

· Add Round Key

The above topics were understood by learner using animated video.

Recall by words (Conclusion)


AES Cipher,

 Sub.Byte,

 Shift row,

 Mix Column,

 Add round key.
Session 9 
Double and Triple DES

Date: 20.07.2013

Period: 07

Activity:

Recap: Unspoken word: 

Write the below words in board, select three learners and ask them write answer for that 

· block size of DES
· key size of DES
· number of rounds of DES 
Content: Presentation slides

(http://faculty.mu.edu.sa/public/uploads/1366440097.3128ch06.ppt)

Double DES

Meet in the middle attack

Triple DES

Conclusion: Questions and answers

1.Differentiate DES with Double DES


In DES using single Encryption algorithm but in Double DES using 2 encryption algorithm.

2.What is triple encryption?


Using 3 encryption algorithm with 2 or 3 keys
3.What is a meet-in-the-middle attack?
4. How many keys are used in triple encryption?

   Two keys
5.Why is the middle portion of 3DES a decryption rather than an encryption?

For confidentiality, Opponent could not find the which technique (Encryption/ encryption) used.

Session 10:     Placement of encryption function
  
Date: 22.07.2013
Period: 03

Recap: Puzzle

We can divide the learners into two teams and instruct each team to prepare 5 questions on the Feedback and its types. After 5 minutes of preparation, each team will   ask the other team the questions prepared.

Content : Presentation slides  (http://www.eecis.udel.edu/~mills/teaching/eleg867b/crypto_slides/ch07.ppt)

Placement of Encryption: 

Link encryption,

 end to end encryption

Traffic analysis

Conclusion: Questions and Answers

a.What is the difference between link and end to end encryption?

Link Encryption 

1. With link encryption, each vulnerable  

2. Message exposed in sending host 

3. Transperant to user 

4 .Host maintains encryption facility 

5. One facility for all users 

6. Can be done in hardware 

7. Provides host authentication 

8. Requires one key per(host-intermediate) 

End to End Encryption
1.With end to end encryption, the Communications link is equipped on encryption process is carried out at Both ends with an encryption device the two end systems

2.Message encrypted in sending and in intermediate nodes intermediate nodes

3.User applies encryption

4.Users must determine algorithm

5.Users selects encryption scheme

6.Software implementations

7.Provides user authentication

8.Requires one key per user pair

9.Pair and (intermediate-intermediate)pair

b.What is traffic Padding? What is its purpose?

Traffic padding produces ciphertext output continuously, even in the  absence of the plain text. A continuous random data stream is generated. When plain text is available, it is encrypted and transmitted. When input plaintext is not present, random data are encrypted and transmitted. This makes it impossible to for an attacker to distinguish between true dataflow and padding and therefore impossible to deduce the amount of traffic.
