UNIT III

SESSION 1
Topic:

· Risk management
· Overview 
Date:

3.8.13
Period:
3
Web links:

http://www.acc.ncku.edu.tw/chinese/faculty/shulc/courses/cas/Whitman/chap04.ppt
http://www.utc.edu/Faculty/Li-Yang/CPSC4610/documents/Lecture8-risk2.ppt 

Suggested Activity: Puzzle
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Conclusion :
By the above activities the students got an idea about Risk management

SESSION 2
Topic:

· The roles of the communities of interest 

· Risk identification 

Date:

3.8.13
Period:
5
Web links:

http://www.acc.ncku.edu.tw/chinese/faculty/shulc/courses/cas/Whitman/chap04.ppt


http://en.wikipedia.org/wiki/Risk_management
Suggested Activity: puzzle
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Suggested Activity: recall by keywords

1. Threat identification

Identify the vulnerabilities and begin exploring the controls that might be used to manage the risks

2. Automated tools
Uncover the system elements that make up the hardware, software, and network components
Conclusion :
By the above activities the students got an idea about the roles of the communities of interest and Risk identification 


SESSION 3
Topic:

· Automated risk management tools 

· Data classification and management

Date:

6.8.13
Period:
5
Web links:

http://www.acc.ncku.edu.tw/chinese/faculty/shulc/courses/cas/Whitman/chap04.ppt

Suggested activity: Match the questions & answers
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Conclusion :
By the above activities the students got an idea about Automated risk management tools and Data classification and management

SESSION 4
Topic:

· Security clearances

· Management of classified data

· Threat identification

· Identify and prioritize threats and threat agents

· Vulnerability identification 
Date:

7.8.13
Period:
1
Web links:

http://www.acc.ncku.edu.tw/chinese/faculty/shulc/courses/cas/Whitman/chap04.ppt


Suggested activity: match 
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Conclusion :
By the above activities the students got an idea about Security clearances, Management of classified data, Threat identification, Identify and prioritize threats and threat agents and Vulnerability identification

SESSION 5
Topic:

· Risk assessment

· Access controls
Date:

8.8.13
Period:
4
Web links:

http://www.acc.ncku.edu.tw/chinese/faculty/shulc/courses/cas/Whitman/chap04.ppt


Suggested activity: rapid fire quiz

1. Data?

Important asset
2. Types of data classification

· Confidential

· Internal

· External 

Suggested activity:Puzzle
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Conclusion :
By the above activities the students got an idea about Risk assessment & Access controls

SESSION 6
Topic:

· Risk control strategies
Date:

13.8.13
Period:
5
Web links:

http://www.eecs.yorku.ca/course_archive/201011/F/4482/CSE4482_03_SecurityRiskManagement_Part1.pdf 
http://www.acc.ncku.edu.tw/chinese/faculty/shulc/courses/cas/Whitman/chap04.ppt
http://www.acc.ncku.edu.tw/chinese/faculty/shulc/courses/cas/Whitman/chap05.ppt
http://csb.uncw.edu/people/cummingsj/classes/MIS534/Lectures/Chapter8Risk.ppt
http://www.cs.uwlax.edu/~riley/CS419/RiskControl.ppt. 

Suggested activity: rubik cube
	A
	B

	C
	D


A. List control strategies

· Apply safeguards (avoidance) 

· Transfer the risk (transference)

· Reduce the impact (mitigation)

· Accept the risk without control or mitigation (acceptance)

B. Define Avoidance
Attempts to prevent the exploitation of the vulnerability

C. Define Transference 
Control approach that attempts to shift the risk to other assets, other processes, or other organizations

D. Mitigation?

Attempts to reduce the impact of exploitation through planning and preparation 

E. Types of plans?
· disaster recovery planning (DRP)

· business continuity planning (BCP)

· incident response planning (IRP) 

Conclusion :
By the above activities the students got an idea about Risk control strategies

SESSION 7

Topic:

· Selecting a risk control strategy

· Categories of controls

Date:

17.8.13
Period:
7
Web links:

http://csb.uncw.edu/people/cummingsj/classes/MIS534/Lectures/Chapter8Risk.ppt
Suggested activity: crossword
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Conclusion :
By the above activities the students got an idea about Selecting a risk control strategy &
Categories of controls


SESSION 8

Topic:

· Feasibility studies
Date:

22.8.13

Period:
4

Web links:

http://csb.uncw.edu/people/cummingsj/classes/MIS534/Lectures/Chapter8Risk.ppt
Suggested activity: questions & answers

1. What is the purpose of controls or safeguards 
Designed to defend the vulnerability are either preventive or detective
2. Why Detective controls are used?

To warn violations of security principles, organizational policies, or attempts to exploit vulnerabilities

Suggested activity:  factual questions

1. CBA?

Cost Benefit Analysis

2. List cost factors

· Cost of development or acquisition

· Training fees

· Cost of implementation

· Service costs

· Cost of maintenance

3. Give the formula for the expected value of a loss can.
Annualized Loss Expectancy (ALE) = Single Loss Expectancy (SLE) x Annualized Rate of Occurrence (ARO) where:

SLE = asset value x exposure factor (EF) 

4. CBA formula

CBA = ALE(prior) – ALE(post) – ACS
Conclusion :
By the above activities the students got an idea about feasibility students.

SESSION 9
Topic:

· Other Feasibility studies
Date:

22.8.13

Period:
6

Web links:
http://csb.uncw.edu/people/cummingsj/classes/MIS534/Lectures/Chapter8Risk.ppt
Suggested activity: rapid fire quiz

1. Define Organizational feasibility 
Examines how well the proposed information security alternatives will contribute to the efficiency, effectiveness, and overall operation of an organization
2. What is operational feasibility?

Addresses user acceptance and support, management acceptance and support
3. Define political feasibility 
Defines what can and cannot occur based on the consensus and relationships between the communities of interest
Conclusion :
By the above activities the students got an idea about other feasibility students.

