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AIM

To study the critical need for ensuring Information Security in Organizations

OBJECTIVES

 To understand the basics of Information Security

 To know the legal, ethical and professional issues in Information Security

 To know the aspects of risk management

 To become aware of various standards in this area

 To know the technological aspects of Information Security

UNIT I INTRODUCTION 9

History, What is Information Security ?, Critical Characteristics of Information, NSTISSC

Security Model, Components of an Information System, Securing the Components,

Balancing Security and Access, The SDLC, The Security SDLC

UNIT II SECURITY INVESTIGATION 9

Need for Security, Business Needs, Threats, Attacks, Legal, Ethical and Professional

Issues

UNIT III SECURITY ANALYSIS 9

Risk Management : Identifying and Assessing Risk, Assessing and Controlling Risk

UNIT IV LOGICAL DESIGN 9

Blueprint for Security, Information Security Poicy, Standards and Practices, ISO

17799/BS 7799, NIST Models, VISA International Security Model, Design of Security

Architecture, Planning for Continuity

UNIT V PHYSICAL DESIGN 9

Security Technology, IDS, Scanning and Analysis Tools, Cryptography, Access Control

Devices, Physical Security, Security and Personnel

TOTAL = 45 PERIODS

31
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